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Abstract— Due to a shortage of storage and poor processing 
speed, a network consisting of lightweight computers such as 
IoT has issues. Unfortunately, these problems make the 
implementation of solid protection solutions significantly 
more difficult, which decreases network security efficiency. A 
secure blockchain is ideal for IoT use cases that struggle with 
poor protection. An improvement in stability, lightness, and 
reliability of the IoT network is being pursued by blockchains 
use in IoT. Today's Internet of Things (IoT) applications are 
lacking in built-in protection technology, which puts out 
various security flaws and privacy issues. Blockchain is an 
effective technology, thus the open and autonomous 
technology behind it, blockchain, is a successful approach. 
This paper explores the ways in which blockchain 
technologies can be integrated into the Internet of Things 
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I. INTRODUCTION 


IoT is a relatively lightweight network that consists of 
sensors connecting to the internet, which interact 
wirelessly. A set of lightweight sensors on a central node 
that handles administrative tasks is an IoT network. As for 
Internet of Things (IoT) applications, they have the 
following kinds of limitations: reduced battery life, low 
processing ability, and insufficient storage capacity, all of 
which increase the burden on application efficiency[1]. The 
fact that high-performance encryption algorithms cannot be 
used in resource-constrained environments like IoT causes 
a security issue in such environments. The blockchain, the 
essential infrastructure of Bitcoin, offers superior 
protection, and blockchain technology is showing 
considerable interest in areas that demand exceptionally 
high-efficiency authentication. Blockchain is seen as a 
viable solution for networks that are particularly vulnerable 
to security breaches like the Internet of 
Things[2][3][4].Security and safety is one of the IoT 
device's most important functions. Additional 
considerations that lead to the vulnerabilities of IoT 
systems include the restricted capacity of operating 
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systems, vendor-specific device installations, and 
implementation in unregulated accessible environments [5] 


It is important to reevaluate and redesign the IoT structures 
because of these obstacles [6][7]. At the moment, the most 
viable nominee technology for the IoT is blockchain 
[8][9].Haber et al. first identified blockchain technology in 
1991 as a “cryptographically encrypted chain of blocks” 
[10][11].But, it was accepted worldwide when Satoshi 
Nakamoto used it as a public ledger to launch the digital 
currency Bitcoin (2018)[12].Blockchain can be defined as a 
chain of cryptographically connected, time-stamped blocks, 
where each block contains information that is 
simultaneously accessible to any member of the network. 
Thus, by using a distributed and stable environment, 
blockchain is capable of addressing the protection problems 
that conventional IoT networks are susceptible to. Several 
researchers are working to remove the need for a central 
trustworthy body, such as a government, and are instead 
using blockchain to alow decentralized IoT 
communications[13][14]. 


II. APPLICATION OF BLOCKCHAIN IN INTERNET OF THINGS 


In order to protect an IoT network from bugs, it is 
advised to use a blockchain-based IoT solution. 
Your most significant risk of lightweight 
computers is protection because of their low 
performance. The platform leverages distributed 
characteristics of blockchain to Internet of Things 
(IoT) networks to deal with established challenges 
that are created by the centralized infrastructure, 
including the removal of central nodes that 
experience limited battery issues. For this purpose, 
a number of studies have employed blockchain in 
the IoT[15]. Additional research is being 
conducted to improve security as well as to create 
a lighter weight blockchain suitable for usage in 
the Internet of Things (IoT) and for further 
extension of the = spectrum of IoT 
devices[16][17][18]. In the field of IoT, certain 


International Journal of Engineering Technology and Management Sciences 
Website: ijetms.in Issue: 3 Volume No.5 May — 2021 DOI: 10.46647/ijetms.202 1.v05103.005 


ISSN: 2581-4621 


implementations of blockchain enabling the 
integration of the Internet of Things (IoT) yields 
several advantages, among which are the 
enhancement of numerous facets of IoT and the 
several beneficial effects which include: 


¢ Enhanced security: Blockchains may be used to 
store data that has been secured and 
cryptographically signed in the context of 
transactions so the data is saved in the form of 
encrypted and cryptographically signed 
transactions [19]. IoT devices driven through 
blockchain connectivity have safeguards toward 
vulnerable data breaches, and hence the whole 
infrastructure is strengthened [20][21][22] 

e Improved interoperability: When used 
together, IoT-generated data will increase the 
networkability of IoT networks, as it can be stored 
and modified into blockchains. In addition to 
processing, transformation, mining, resizing, and 
recording, various IoT databases are transmitted, 
converted, stored, and reported via a decentralized 
distributed ledger[23][24]. 

e Autonomous interactions: IoT systems should 
be able to automatically communicate with each 
other. This can be done by the blockchain 
technologies. Wu et al. (2019) proposes the 
implementation of decentralized autonomous 
corporations (DACs) to handle transactions where 
hierarchical entities are unnecessary. In the 
context of digital currencies, DACs run on smart 
contracts and autonomously. This results in a 
substantial reduction in the overall expense. 
Decoupled and device-agnostic software may still 
use this feature[25]. 

e Reliability: The integrity of data in blockchain- 
based networks is protected by distributing 
knowledge across the network and maintaining the 
data's immutability over time. This means that 
users are able to confirm the integrity of the data 
and be certain that the data has not been tampered 
with. Sensor data accountability and traceability 
may also be provided by the blockchain[26]. 

e Secure Code Deployment: By using permanent 
storage protected by blockchain, you will ensure 
the code is efficiently and safely deployed. IoT 
devices may use this feature to upgrade the 
device's software without having to go through a 
potential crisis[27][28]. 

e Service Market: In other words, with the 
elimination of centralized authorities, blockchain 
allows peer-to-peer exchanges to happen more 
quickly and unobstructed, which speeds up the 
development of the Internet of Things (IoT) 
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system of information and service markets, where 
micro services can be seamlessly installed and 
micro-payments can be completed in a fully 
secure environment. 

e Dependability and traceability: Wherever and 
wherever the consumer wishes, they will verify 
and identify the data contained in the blockchain. 
Per transaction made on the blockchain is 
completely transparent. The product traceability 
network created by Wang et al. (2019) uses 
blockchain technology to ensure that supply chain 
retailers and manufacturers have access to product 
tracing services. Blockchain is also dependable 
because of its immutability function, which makes 
IoT data dependable[29]. 


HI. CONCLUSION 


Due to the rapidly the adoption of IoT, a number of 
protection flaws have emerged, including data and system 
hacks. Due to its resource-constrained existence, immature 
requirements, weak interoperability, and absence of stable 
software and hardware design, distribution, and production, 
the existing IoT devices are unable to adequately protect 
themselves. As a result, a large amount of study focus has 
been paid to finding a comprehensive and solid global 
framework for IoT systems. Blockchain will provide 
solutions to stability, anonymity, traceability, reliability, 
and interoperability in such an environment. In contrast to 
conventional databases, blockchain technology establishes 
confidentiality, authentication, and non-repudiation by 
design, and thus automates and authorizes transactions by 
the use of smart contracts 
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